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[bookmark: _Toc7652263]INTRODUCTION AND BACKGROUND INFORMATION
[bookmark: _Toc7652264]The U.S. healthcare sector continues to apparent profound and sustainable reforms to harness service delivery, the security of the health information systems (HIS), and the cadre of governance structures. Notably, the use of health information technologies (Health IT) has gained traction among the hospital management teams because of the ability to influence service-delivery, sustainability, and achieve strategic alignment. The Crisp Regional Hospital is a model of a successful healthcare facility in Atlanta, Georgia, which receives recognition because of the continued integration of Electronic Health Records (EHRs). Crisp Hospital has a mission statement that stipulates its commitment to provide appropriate and quality healthcare while maintaining good health within an efficient as well as caring manner (Crisp Regional Hospital, 2018). Further, the hospital relies on robust information systems and applications to harness the level of efficacies in realizing its mission goals (ibid). The prominent IS/IT tools that exist include the Electronic Health Records (EHRs) and interactive portals. 
However, having a sophisticated and modern version on IS/IT in a hospital-related organization is not a panacea. Effective management of the IS/IT necessitates an organization to undertake regular IT Auditing (Jiang, Chang, Chen, Wang, & Klein, 2014). Adequate Information Systems (IS) in a hospital institution provide support workers at the point-of-entry and facilitate access to real-time patient data, which boost the quality of diagnosis (Lapao, 2011). Crisp Hospital acknowledges the need for a robust IT Audit to safeguard the organization’s capacities to control the internal and external parameters. Jiang et al. (2014) reveal an effective audit framework is a critical capability for an organization that gears to facilitate a balance between attaining the corporate goals and maintaining reporting reliability. Besides, an Audit Plan provides is a reliable safeguard against fraud, misappropriation of assets, and minimize the cost of capital (ibid). Crisp Hospital strives to leverage on the benefits of sufficient IT Audit framework to synthesis sustainable IS assurance in the long-term. 
Importantly, a single IT Audit framework that elicits numerous benefits to a hospital institution is the ISACA’s governance and management structure called COBIT 5.0. COBIT is an acronym that refers to the Control Objectives for Information and Related Technology (ISACA, 2016). The COBIT framework focuses on the governance and management capabilities by providing a supportive tool for the professionals to bridge the information gaps (Wescott, 2018). COBIT model merits as a single framework because it addresses the pertinent gaps that exist among the technical issues, control requirements, and enterprise risks (Ibid). The use of COBIT structures and principles has been appraised across multiple disciplines because of the ability to guarantee quality, reliability, and control of the Management Information Systems (MIS).
Moreover, COBIT 5.0 incorporates seven distinctive enablers that merge with the existing internal control systems (ICSs) to achieve IT Assurance. The IT Assurance using the tenets of the five principles of COBIT 5.0 Framework hinges on the unique character and structures of an organization to provide an assurance of optimal performance of the existing Information Systems (ISACA, 2013). An IT Assurance regards to the number of similar activities molded to yield an audit report with the level of comfort over the subject matter (Ibid). Consequently, the inherent report endeavors to elucidate on the level of assurance for the audited financial statements, control mechanisms, and standards of compliance inherent in the existing IS for the Crisp Hospital. A three-phase model of IT Assurance has been synthesized from the IT Audit plan for the Crisp Hospital and focuses on the IT-related issues, the scope of IT-Assurance initiatives, in addition to the relevant enablers of the pertinent domains.
FINDINGS:
[bookmark: _Toc7652265] Identified IT-Related Issues
[bookmark: _Toc7652268]The protracted need for the U.S. healthcare sector to develop reliable Information System, which supports health profession at the point-of-care and the management team access accurate data to bolster the quality of decision-making, elicit the pertinent IT-related issues. The management of the issues emerging from the proliferation of the hospital-related IS exhibit profound consequences (Oliver & Lainhart, 2012). Therefore, the need for an IT-Audit, design of an elaborate IT Processes and implementation of a single IT Audit Framework represent the core IT-related issues for the Crisp Hospital. 
Need for IT Audit Planning 
Crisp Hospital requires an IT audit because despite having the IS and IT facilities, they need to be evaluated based on their effectiveness. An audit would also ensure that the hospital operates with measures of both internal and external controls so that it can continuously achieve organizational objectives while maintaining a reliable technological and financial reporting (Jiang et al., 2014). Once the IT audit is established at the organization, it would be easier to prevent fraud and assets misappropriation and thus minimizing the cost of capital; a factor that would make healthcare provision affordable and benefit related patients. 
The need for an IT audit at Crisp hospital would be the best way to assist the facility in pursues its business objectives. The audit system would work towards attaining the required objectives by enabling an environment that pursues and attains the set objectives (ISACA, 2013). Once auditing is put in place, the business processes will also engage in internal control and further facilitate the supervision and monitoring of actions, prevention and detecting of irregular transactions and operations, and measuring of ongoing performance at the hospital (ibid). The cadres of IS for a hospital-related entity have fiduciary obligations to bolster the control and monitoring capabilities. 
Similarly, the need for an IT audit concerns to the ability to assess the risks of misstatements and serve as a source of security for the hospital, patients and health workers. Having the IT audit at the hospital would make sure that engaged auditors’ access all the risks related to material misstatement within all operations and especially the patient and financial reports (Lapao, 2011). The IT audit assures the Crisp Hospital is at par with its determination on how to allocate resources, identify, and understand its segments as well as its service lists (ibid). The prominent risks that necessitate the need for an IT Audit include information gaps, fraud and assets misappropriation, and engaging in suboptimal management activities because of insufficient data. The Crisp Hospital embarks on instituting sustainable IT Audit plans to prevent and manage the pertinent risks in the existing IS. 
Thirdly, the need for IT Audit focuses on creating value for the stakeholder privy to the Crisp Hospital. The key stakeholders include the shareholder who contributes their money and capital towards the hospital (Lopez, Gransberg, & Shane, 2008). The management teams and expertise workers represent the internal stakeholders who endeavor to contribute their skills, knowledge, as well as the ability to deliver healthcare services (ibid). The patients also serve as key stakeholders because they consume the service lists and contribute to revenue generation (ibid). The other categories of stakeholders are the suppliers who give inputs, labor unions, and the government agency. Therefore, Crisp Hospital institutes robust IS structures to boost reputation and customer loyalty
Pertinent IT Processes and IT-Audit Framework
Another IT-related issue pertains to the cadre of IT Processes and domains. Three IT-Process-domains matter in harnessing the IT Assurance competency because of the influence on the management, control, and organization of the performance (Kern, 2002). The notable process domains evident in the Crisp Hospital Information System include the Architectures, Asset Management, and Auditing. The IT Architecture Process Domain addresses the interpretive and objective methodology aspects of the design process using management planning (Pressman, 2012). The design considers the ‘what if’, ‘who is responsible’, and ‘how’ questions of the planning process (ibid). Crisp’s system architecture merits because of the improved creativity and epiphany notions that refine the formal components of IT Infrastructure design (ibid).
The second pertinent system domain concerns to the Information Technology Asset Management Domain (ITAM). The ITAM influences the calibers of organization practices by integrating the technological resources across the strategic business units (Kern, 2002). An elaborate ITAM domain strives to manage the multiple SBUs in a joint manner with the goal of improving the overall lifecycle of the existing technology resources (ibid). Therefore, Crisps Regional Hospital integrates tactical and strategic decision-making competencies to influence the successes of a robust IT/IS Asset Management. 
Thirdly, the IT Auditing Process Domain is critical to harnessing the reliability of Crisp’s internal IT Processes. The Crisp Hospital has been appraised for relying on single audit framework that improves the financial reporting and adoption of the technological competencies (Wescott, 2018). The prevailing and profound regulatory as well as enterprise risks trigger the need for a health-related organization to integrate a single auditing framework, which includes the COBIT 5.0 Structure. The adoption of the COBIT 5.0 Framework merits because it focuses on the governance and management capabilities to influence the success of an IT Audit program (ibid). Further, an elaborate auditing process domain provides an opportunity to bridge the gaps that exist in an organization (Kern, 2002). Therefore, Crisp Hospital achieves sustainable competitive advantages over the other healthcare facilities across the Atlanta region because of the ability to leverage on the three IT/IS Process Domains. The strategic process domains that can be adopted in other regional hospitals are the audit structure, IT Asset Management (ITAM) program, and system architectures. 
The use of COBIT 5.0 as an audit tool hinges on a multidimensional business framework. COBIT 5.0 facilitates the managers to gain diverse insights and benefits of an evidence-based competency (McCafferty, 2016). The COBIT 5.0 proposes procedures to attain consistency in undertaking an IT audit in an organization. Three audit procedures include planning, documenting the observation in the fieldwork, and reporting (ISACA, 2016). The notable activities in the planning phase involve the definition of the audit subjects, which include the Enterprise Resource Planning, Central Data Depository, and Change Management Process (ibid). The second planning activity entails defining the audit objectives that are specific to the selected audit system (McCafferty, 2016). The definition of the audit objectives influences the third step of IT auditing process, which relates to determining the audit scope (ibid). Lastly, the IT Auditor determines the audit procedures and strategies necessary to enhance evidence gathering. Therefore, the first phase of an IT Assurance model plays a critical role in harnessing the efficiency and reliability of the existing IT Audit plan for the Crisp Hospital.
Scope of IT-Assurance Initiatives
[bookmark: _Toc7652272]The second phase of an IT Assurance competence in a hospital institution concern to the scope of the selected IS/IT Initiative in an organization. The scope of IT Assurance initiative hinges on the tenets of the COBIT 5.0 framework because it addresses the fundamental gaps that impede the reliability of a conventional IT Delivery and Support System (ISACA, 2013). Crisp Hospital principle model of IT Delivery and Support Systems include the internal control system (ICS), which aims to guarantee quality and reliability of the existing monitoring tools. 
Design of the Internal Control Systems (ICS) 
Crisp Hospital institutes robust internal controls to perform a self-evaluation review of the existing service management, system management, and operation structures. An internal control structure refers to the process that facilitates an organization to achieve operation efficacies, reliability of financial reporting, and compliance rate (Tufts University, 2019). The internal control provides a self-assessment capability that identifies weaknesses using the existing general and specific processes. The COBIT 5.0 for Assurance entails two parameters that include VAL-IT and RISK-IT to actualize the goals of an ICS in a hospital institution. 
Specifically, a health facility strives to institute adequate and robust internal control parameters using the assurance of a COBIT 5.0 Model. Attaining internal control for the service management and system management hinges on the VAL IT Component. Wescott (2018) defines VAL IT as a framework for technology management in a business fraternity that gears toward establishing the guiding principles and governance of the IT-centered business investments. Consequently, the high cost, the proliferation of enterprise risks, and regulatory risks necessitate the Crisp Regional Hospital to invest in sufficient IT governance systems (Crisp Regional Hospital, 2018). The VAL IT Framework, which is an assurance component of the COBIT 5.0 Tool, plays an essential role to bolster the suitability of the internal control structures in the management of the service delivery and governance systems.
Alternatively, the COBIT 5.0 Tool incorporates an effective component to facilitate the managers to gain control over the IT-related business risks. The RISK IT Framework of a COBIT 5.0 Tool merits because it provides a high encryption competency that facilitates a comprehensive review of the operational risks and issues (Wescott, 2018). The Crisp Hospital has the cadres of the internal control structures for the operational management that are characterized by an end-to-end assurance against the manifestation of the myriads of IT business risks.
The Five Components of Internal Control Systems
Equally, the VAL-IT and RISK-IT frameworks play a critical role because of the ability to influence the existing ICS to perform adequate self-evaluation. An internal control structure refers to the process that facilitates an organization to achieve operation efficacies, reliability of financial reporting, and compliance rate (Tufts University, 2019). The internal control provides a self-assessment capability that identifies weaknesses using five components. 
The five components of a stable ICS are intertwined. First, The Control Environment is the integral component of a hospital-related internal self-assessment module, which include the people and the current working condition (Tufts University, 2019). The second element of an internal control regards to the Risk Assessment Plan that aims to identify, analyzing, and manage the obstacles (ibid). The Control Activity is a third component of internal control that influences the cadre of policies and procedures to alleviate the vulnerability of the IT systems (ibid). The Information and Communication component is an essential parameter of an internal control system that gears toward improving the reliability of the control activities as well as a seamless exchange of ideas (ibid). Lastly, an internal control system incorporates sufficient Monitoring elements to facilitate necessary modifications and review of the warrant conditions (ibid). The five components of a health-related internal control system are the foundation for reliable self-assessment review of the existing IT support mechanisms.
Specific Assurance-based Internal Control Systems (ICS) Programs 
Importantly, the tenets of the COBIT 5.0 for Assurance provide user organizations with multiple process assessment models that adhere to the VAL-IT and RISK-IT frameworks. The three pertinent ICS available at the Crisp Hospital include the Information Technology Service Management (ITSM), Internal Control for the System Management and Internal Control for the Operation Management.
Relevant Enablers and Assessment Criteria
[bookmark: _Toc7652275]Besides the five principles inherent in a COBIT 5.0 framework, the single auditing structure incorporates seven (7) enablers to harness the governance and management of an existing IS. According to ISACA, an IT Audit enabler regard to a factor that individually or collectively determines the quality of the enterprise’s governance of the existing IS (2016). Further, the IT Assurance enablers are goal-oriented catalysts because the higher IT goals elicit the different enablers to achieve the intended outcomes (Ibid). 
The Seven Enablers of the COBIT 5.0 Framework
The pertinent enablers are the principles frameworks, processes, organization structures, and culture orientations (Wescott, 2018). The other enablers that also serve as a resource for an enterprise IT include information, infrastructures, in addition to the cadre of people, skills, and competencies (ibid). The Principle, Policies, and Framework are integral enablers of a successful IT Assurance program because they provide a steering wheel that guides the enterprise (ISACA, 2016). The caliber of policy framework translates the aspired behaviors in an organization into practical control of the daily management activities. Equally, the process enabler depicts the set of practices necessary to attain the stipulated goals of an IT Assurance program (ibid). On the other hand, the organization structure as an enabler to an IT Assurance merits because they influence the decision-making processes in an organization (ibid). Lastly, the culture, ethic, and behavior represent an integral enabler for the IT Assurance because of the ability to influence the general perspectives, which include risk appetite, stakeholder engagement, and responses to downtimes (ibid). The ability to nurture the four IT-Assurances enabler plays a critical role in achieves reliable control and monitoring capabilities. 
Similarly, the remaining enablers act as the contemporary resources for an enterprise. Notably, information is a strategic resource required to assure an organization runs smoothly at a strategic level (ISACA, 2016). Moreover, the service, infrastructure, and application enabler provide an opportunity to interpret as well as implement the existing information (ibid). Lastly, the people, skills, and competencies are strategic enablers required to actualize the successful completion of all activities (ibid). 
Assessment Criteria of Hospital-related IT Assurance
The assessment of IT Assurance programs represents an integral input of the inherent report. Specifically, undertaking a critical assessment of the ITSM program hinges on the ability to comprehend the performance of the hospital IS and compares the outcomes with the best practices (ISACA, 2013). The appendix 1 attached below depicts a cost-benefit analysis of the three common models of hospital-related ITSMs. The three common models of ITSM in the U.S healthcare include the Practical Fusion, Optum Physician EMR, and Care 360 (Celi, Marshall, Lai, & Stone, 2015). Therefore, the choice of a particular IT Assurance initiatives depends on the objective criteria that regard to the absence of any bias during the judgment about the subject matter (ISACA, 2013). The measurability criteria merits because it permits for reasonable consistent of the subject matter using the qualitative and quantitative measurement (ibid). The third criteria concern to the understandability of the subject matter by the Assurance profession, which requires effective communication among the existing modules of an enterprise IT (ibid). Lastly, the relevance criterion is the easiest model of assessment because it addresses the suitability and compatibility of the particular enterprise IS.
CONCLUSION
[bookmark: _Toc7652277]	Concisely, Crisp Regional Hospital endeavors to gain tractions as a successful health institution because of the ability to leverage on the pertinent Health IT to achieve its objectives. Notably, the commitments to achieve a three-model IT Assurance because of the robust audit structures demonstrate the sources of competitiveness for the institution. A three-model IT Assurance focuses on the ability to provide support for the audited financial statements, control mechanisms, and standards of compliance inherent in the existing IS. Therefore, the organization has been able to address the pertinent IT-Related issues that include the need for an IT Audit Plan because of the ability to capitalize on the tenets of COBIT 5.0 Framework to influence the assurance initiatives. From the scope perspective, Crisp Hospital has achieved the goals of reliability in the cadre of enterprise IS because the design of the three ICS aligns to the principles of COBIT 5.0 structures. Lastly, the enterprise has simple to use, easy to understand, and reliable enablers as well as the critical assessment criteria. 
RECOMMENDATIONS
However, the rapid rate of changes in the IT development presents a catch-22 scenario for the developers of the health-related IS. The cadres of the IT Assurance initiatives face fundamental pressure to safeguards the IT goals of an organization by matching the need for an IT Audit and Assurance. Therefore, the report recommends the provision of automated reporting capabilities 
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Table 1: Benefits and Limitationof the Hospital-related ITSMs.
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